
Teacher guidance:
Exploring cybercrime

This guidance accompanies the National Crime Agency (NCA) lessons for key stage 3. 
The lessons aim to raise awareness of the risks associated with cybercrime, including 
the reasons why young people may engage in criminal activity online and its impact on 
both individuals and the wider community. Please read and consider this guidance first, 
before delivering the lessons.
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Preparing to teach

These lessons should be taught as part of a PSHE scheme of work on risk management or online 
safety. It is important that young people are able to identify instances of cybercrime and that they 
understand the consequences of both becoming a victim of, and participating in, criminal online 
activity.

Why teach about cybercrime?

Cybercrime is one of the fastest rising crimes in the UK, and is particularly common among young 
people, with 61% of hackers beginning hacking before the age of 16, and with some becoming 
involved with illegal online activity as young as 12. Research from the National Crime Agency (NCA) 
suggests that young male gaming enthusiasts are most likely to be targeted, mapping a progression 
from becoming interested in coding, to carrying out modifications to computer games. This can 
quickly lead to accessing online coding or hacking forums, where gradually the idea of accessing or 
stealing certain pieces of information is introduced. They may then be identified by individuals or 
groups involved in cybercrime encourage them to participate in illegal online activities. The concern 
is that many young people are not aware of what activity is or isn’t illegal online, or assuming that 
their actions are ‘victimless crimes’ when in fact there can be very serious consequences for both 
individuals (e.g. a minimum of a cease and desist order, a record on the Police national database, 
potential arrest and prosecution for serious offences, impact on career) and businesses (e.g. damage 
to reputation, threat to customer personal data, cost implications).

Links to PSHE Association programme of study and draft statutory guidance

Each of the three core themes of the PSHE programme of study contain suggested learning 
opportunities which provide the context through which students can develop knowledge, 
essential skills and attributes. The learning opportunities should be used flexibly according to 
students’ development, readiness and needs, and taking account of prior learning, experience and 
understanding. The table below shows the learning opportunities from the relevant PSHE education 
core themes at KS3 which are met by these lessons. It is also highlights where elements from 
the draft statutory guidance for relationships and sex education (RSE) and health education are 
achieved through the lesson content. Learning should always take place within a spiral programme 
of knowledge, skills and attribute development, where prior learning is revisited, reinforced and 
extended in age- and stage-appropriate contexts.
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Creating a safe learning environment

A safe learning environment helps students feel comfortable with sharing their ideas, without 
attracting negative feedback, avoids possible distress and disclosures in a public setting. It also 
helps teachers to manage discussions on sensitive issues confidently. It is good practice for 
teachers to:

• work with students to establish ground rules about how they will behave in PSHE lessons, 
      such as:

* Everyone has the right to be heard and respected.
* We will use language that won’t offend or upset other people.
* We will use the correct terms, and if we don’t know them, we’ll ask the teacher.
* We will comment on what was said, not the person who said it.
* We won’t share our own, or anyone else’s, personal experiences. 
* We won’t put anyone on the spot and we have a right to pass.
* We won’t judge or make assumptions about anyone.

Learning opportunity from PSHE 
Association Programme of Study

Department for Education:
New statutory guidance for RSE 

and health education

Students should have the opportunity to learn:

Core theme: Health and wellbeing

H2: to recognise that the way in which personal 
qualities, attitudes, skills and achievements are 
evaluated by others, affects confidence and self-
esteem

Core theme: Relationships

R30: to recognise peer pressure and have strategies 
to manage it; to recognise ‘group think’ (where the 
cohesion of the group becomes more important than 
the choices or actions of the group) and to develop 
strategies for managing it

R35. the safe and responsible use of information 
communication technology (including safe 
management of own and others’ personal data 
including images)

Core theme: Living in the wider world

L1. to recognise, clarify and if necessary challenge 
their own core values and how their values influence 
their choices

Pupils should know:

Relationships and sex education

Topic: Online and media
• their rights, responsibilities and opportunities 

online, including that the same expectations of 
behaviour apply in all contexts, including online 

• what to do and where to get support to report 
material or manage issues online

• how information and data is generated, collected, 
shared and used online

Health education

Topic: Internet safety and harms
• how to identify harmful behaviours online 

(including bullying, abuse or harassment) and 
how to report, or find support, if they have been 
affected by those behaviours
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• make boxes available in which students can place anonymous questions or concerns, to avoid 
having to voice them in front of the class

• provide balanced information and differing views to help students clarify their own opinions 
• be sensitive to the needs and experiences of individuals – some students may have direct 

experience of some of the issues
• distance the learning from students to discourage personal disclosures in the classroom and to 

keep the learning environment safe 
• offer opportunities for students to discuss issues in small groups as well as sharing views with 

the class
• always work within the school’s policies on safeguarding and confidentiality
• link PSHE education into the whole school approach to supporting student welfare 
• make students aware of sources of support, both inside and outside the school.

* Further guidance on creating a safe learning environment is available from the PSHE Association.

Differentiating the learning for students with SEND

As with all lessons in PSHE education, teachers will know what works best for their students and 
may wish to adapt particular approaches to ensure all young people can access the learning. It is 
impossible to provide detailed advice on differentiating this learning for all needs and abilities but 
simple differentiation suggestions are included throughout the lesson plans alongside additional 
extension activities at the end of the lesson.  Some students might benefit from working in a small 
group or one-to-one with an adult to learn these key messages, where available.

The lessons have been designed for use with all students, but have taken an approach that pays 
specific attention to the needs of students with autistic spectrum disorder (ASD) whom research 
suggests may be more vulnerable to exploitation in the realm of cybercrime. For example, the 
lessons do not draw focus on the emotional impact of being a target or perpetrator of cybercrime, 
nor do they attempt to calculate a cost/benefit decision making model, as some students may 
calculate cybercrime to have more benefit than cost. For further advice on adapting learning for 
students with autism, contact the National Autistic Society.
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Developing understanding

Notes on terminology

When discussing PSHE issues, it is essential to be clear about the precise and accurate use of 
language in order to avoid misconceptions. In particular, discussions about cybercrime might bring 
up terms that are unfamiliar to some students and teachers. Set out below are subject specific 
terms and definitions, some of which are used in the lesson plans. Whilst it is not necessary to 
teach those not in the lesson plans explicitly, the table provides useful background information for 
teachers as they may arise in discussion. 

Dark web

This term (also Dark net) describes online content – particularly hidden websites and services - 
that cannot be found by regular internet browsing. It requires specific software to access (such 
as TOR) and the anonymity it provides – both for browsing and hosting web services - can 
enable criminal online activity, for example through anonymous chatrooms, an online drugs 
markets, or exchanges of stolen personal and financial data.

DDoS
This stands for Distributed Denial of Service and is a type of cyber-attack that ‘floods’ a 
website or server with too many visitors for it to cope with, rendering the website/server 
temporarily unusable.

Firewall A network security system designed to prevent unauthorized access to or from a network.

Hacker A person who uses computers to gain unauthorized access to data.

Hacktivism
Hacktivism is the act of misusing a computer system or network for a socially or politically 
motivated reason. Individuals who perform hacktivism are known as hacktivists.

Malware Software which is specifically designed to disrupt or damage a computer system.

Modding
This refers to modifying (adding, altering or removing) content from a video game or 
software. It is typically an entry-level activity for would be hackers or cyber criminals.

Righteous hack
This refers to a new method of hacking into a system that has never been performed before. 
It is a demonstration of skills which is often required for young hackers to ‘prove themselves’ 
amongst the hacking community.

Trojan
This is a common form of malware (disguised as legitimate software) that allows a cyber-
attacker to gain a access to another user’s system.

White Hat 
Hacker

Individual who uses hacking skills to identify security vulnerabilities in hardware, software 
and networks in a legal manner.  Also known as an Ethical Hacker.

Black Hat 
Hacker

Individual who willingly breaks the law to discover, create and use security flaws maliciously 
for personal gain or to make a political statement.

Ransomware
A type of malicious software designed to block access to a computer system until a sum of 
money is paid.
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Signposting support

Information for teachers

Additional support can be provided through your local and regional cyber prevent police teams.  
Please contact nccuprevent@nca.gov.uk or cyber.prevention@nca.gov.uk for further information.

Teachers wishing to seek further guidance on the issue of cybercrime can visit:
www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime
This page also includes the short, award winning Cyber Choices film by the National Crime 
Agency. 

Support for students

Ensure students know where they can seek help and further advice, both now and in the future, if 
they are concerned about data protection or cybercrime:

www.victimsupport.org.uk – for someone who has been a victim of cybercrime 

www.cyberfirst.ncsc.gov.uk – a range of whole school projects and competitions to engage 
students in developing their computing skills, including Cyber Discovery for 14-18 year olds and 
the Girls competition aimed at encouraging girls into computing careers.

www.childline.com and www.thinkyouknow.co.uk - for general online safety concerns.

www.cyberaces.org - Free online Cyber Security learning modules developed by SANS.

www.joincyberdiscovery.com - HM Government’s free, online, extracurricular programme turning 
teenagers across the country into cyber security experts. For students aged 13-18.

Support for parents

The topic of cybercrime is something that parents are likely to be unclear about. Schools may 
choose to inform their parent community when they are teaching this topic, and to reinforce 
messages that parents could reiterate at home. 

www.nationalcrimeagency.gov.uk/crime-threats/cyber-crime 

www.parentinfo.org/article/what-is-the-dark-web 

https://www.childnet.com/parents-and-carers    


